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Scope/Purpose
This document has a limited scope and covers the following:

EPCS Definitions

Process Overview

Identity Proofing Process

Exostar Account Management
Basic EPCS process in PracticeEHR

Reports

(This document is in no way exhaustive and
covers only basics on the above topics)
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1. Definitions:

VI.

Process Overview

Process overview is the list of tasks needs to perform by the Physician in order to complete
Electronic Prescription of Controlled Substances process.

Identity Proofing:
Identity proofing (IDP) is a process in which Physician’s identity is verified using Experian’s
verification process. This is intended to verify that a physician is who he/she says is.

Exostar:
Exostar is a third party vendor who offers Token Subscription and also performs Identity
Proofing process.

Token Reference number:
Token reference number is provided by Exostar once subscription payment is made by the
physician and is used to start identity proofing process.

License Key:

A license key is provided by Exostar after subscription payment is made by the physician and
is used to start the identity proofing process. License key is emailed by Exostar to the
physician’s individual email address.

Authy:

Authy is a software application for iOS & Android devices which is available on Apple App
Store and Google Play Store. Authy is a free application that you can download and install
after purchasing the subscription. Upon completion of Identity Proofing process, Exostar will
ask the physician to provide his/her cell phone number. Once Physician enters his/her cell
phone number, an activation code is sent on provided cell phone number. By entering
activation code in Authy it will be activated and can be used to generate soft OTP for EPCS.
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OTP:

OTP (One Time Password) is a 6 digit number that a physician obtains from a hardware token
device or Authy which is then used in providing 2 factor authentications in e-prescription
process.

Second Approver:

Second Approver is an individual (can be a physician or a non-physician) in a physician
practice who has his/her Identity Proofing completed and is required to approve the
physician who intends to do Electronic Prescription of Controlled Substances. Any provider
whose identity proofing is completed can also be selected as a second approver. Second
Approver will approve the provider whose identity proofing is completed by providing his two
factors authentication (System Password & OTP). As per DEA requirement, every practice
should have two individuals that initiates and completes the provider approval process.
Similarly 2 individuals are required to revoke a physician’s EPCS permissions.

Webcam Proofing
If any physician got failed in Experian proofing, he/she can schedule a live webcam proofing
with an Exostar proofer.
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2. Process Overview:

Before walking through details here is the brief process overview of the tasks needs to perform by

the Physician in order to complete Electronic Prescription of Controlled Substances process.

Vi.

Physician to request Practice Administrator for Initial Setup with information which is
required to initiate the Identity Proofing process.

Physician to initiate the Identity Proofing process from PracticeEHR settings once initial
setup is completed by the Practice Administrator.

Physician to purchase Subscription for OTP Token device from Exostar Web store (from
within PracticeEHR).

Physician to Start Identity Proofing process once hardware OTP Token device is received.

Physician to request Practice Administrator for First approval once identity proofing is
completed.

Second approver to approve physician for EPCS. Once approved by the second approver
Physician can start doing Electronic Prescription of Controlled Substances.
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3. lIdentity Proofing Process in PracticeEHR:

Following are the steps which are to be performed by the Physician who intends to do Electronic
Prescription of Controlled Substances.

Processes which are to be completed from this window (shown below) are to purchase OTP token
and to do Identity Proofing process.

(Both of these processes are a one-time setup. Once these two steps are completed, physician does
not need to do any of these two steps again)

e Before starting the process of purchasing OTP token from within PracticeEHR, Physician is to
request the practice administrator to set the physician up for EPCS in PracticeEHR Setup tab and
check EPCS Settings check box.

e Once Practice administrator is done with this initial setup Practice Administrator will inform
physician to initiate identity proofing process.

e Physician to log into PracticeEHR and go to settings

e Click on EPCS Settings.

Step 1: The first step is to buy the Hardware Token subscription from the Exostar Store. By clicking
button Order OTP Token you will be redirected to the Exostar online store to buy the subscription.

e Click on Order OTP Token button

settings EPCS Settings Clinical Decision Support Change Password (%)

Order OTP Tokens

Nots
for

EPCS Registration
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¢ A window containing Exostar store will be displayed from where physician can select the
appropriate subscription model, fill out the required information and click Add to cart button

Contact Support  Customer Login ~
P, ( TAR’ Welcome Exostar Products Shopping Cart My Account
=

caPracticeEHR

Workflow Simplified

ProviderPass service for Electronic Prescribing of Controlled Substances
Products offered:

One Year Subscription: 1) 13-month subscription to ProviderPass Service, 2) One Hardware One-Time Password
token including shipping, 3) Identity Proofing, 4) One free replacement of a defective, lost, or stolen teken, including
shipping.

One Year Subscription plus One Spare token: 1) 13-month subscription to ProviderPass Service, 2) One Hardware
One-Time Password token including shipping, 3) Identity Proofing, 4) One spare Hardware One-Time Password token,
5) One free replacement of a defective, lost, or stolen token, including shipping.

Two Year Subscription: 1) 25-month subscription to ProviderPass Service, 2) One Hardware One-Time Password
token including shipping, 3) Identity Proofing, 4) One free replacement of a defective, lost, or stolen teken, including
shipping

Two Year Subscription plus One Spare token: 1) 25-month subscription to ProviderPass Service, 2) One Hardware
One-Time Password token including shipping, 3) Identity Proofing, 4) One spare Hardware One-Time Password token,
5) One free replacement of a defective, lost, or stolen token, including shipping.

Three Year Subscription: 1) 37-month subscription to ProviderPass Service, 2) One Hardware One-Time Password
token including shipping, 3) Identity Proofing, 4) One free replacement of a defective, lost, or stolen teken, including
shipping.

Three Year Subscription plus One Spare token: 1) 37-month subscription to ProviderPass Service, 2) One
Hardware One-Time Password token including shipping, 3) Identity Proofing, 4) One spare Hardware One-Time
Password token, 5) One free replacement of a defective, lost, or stolen token, including shipping

@ www4.exostartest.com,

How to Order: -

For each product being ordered, please type a shipping address and quantity desired then click 'Add to Cart'. If multipl
shipping addresses are required, please enter each new shipping address and quantity desired then click 'Add to Cart'.
Each separate shipping address will show up as a separate line in the shopping cart. If needed, quantities to each
address can then be modified within the shopping cart before proceeding to check out.

For information on identity proofing, phone binding, activating a spare token, or ordering your free replacement, visit
myexostar.com/ProviderPass

For help setting up or using the ProviderPass service in the Practice EHR ePrescribing solution, please contact Custome
Support by the ticketing system built into Practice EHR, by phone at 1- 469-305-7171 or by email at
support@practiceehr.com.

One Year Subscription: Price: $100.00

Attention:
*0 ion Name:|
* Street Address:
Street Address 2:

* ity

* State: v
*Zip Code:

* Country: UNITED STATES v

# Quantity: 1

[ ‘Add to Cart
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Once selected model is added to cart, provide your billing address, shipping address and credit card

information to complete the purchase.

NOTE:

During the subscription purchase process, Exostar asks for Purchaser partner and Purchaser
Program. Please select NONE from the given options (as shown in picture below).

k¥ Purchaser Partner | Select Partner... ¥

* Purchaser Program
BOEING
ROLLS-ROYCE
HII
DoD

Bell Helicopter
NONE

[MCO
| NGC

After the purchase is complete physician will receive following four emails from Exostar.

V.

Order Confirmation email. This email will confirm physician’s order.

Credit Card Sales Receipt email. This is to reflect the credit card financial transaction.

License Key email. This email will contain a License Key which the physician will need to enter
in SequelMed EHR to before Identity Proofing process can be started.

Tracking and shipping information email. This email will be generated after hardware token
device is physically shipped out. Physician can use tracking number in the email to track the
package.

Token Reference number can be found on the back of hardware token device as shown in the

picture below.
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After getting the Token Reference from the back of the hardware device (as shown in the picture

above) and License Key, log into PracticeEHR and go to EHR settings.
Enter token reference number in “Token Ref” field
Enter license Key in “License Key” field and click on Update Information button.

Settings EPCS Settings Clinical Decision Support Change Password

Order OTP Tokens

Note: Follow the instructions on the Webstore to order OTP tokens and subscriptions
for the EPCS authentication service. You should receive an email with the license key
associated with your order, Please update that License Key here in order to complete
the registration process.

Token Ref m | Order OTP Token
License Key m

Update Information

EPCS Registration

Note: To successfully complete the registration process, you must have your OTP token

in hand and be able to supply the following required information:

« License key associated with your OTP token and EPCS authentication service
subscription

« OTP token's serial number

 One-time passwords (that will be generated using the OTP token)

Registration Status  NotStarted Refrash Start Registration

At this stage, application will prompt the physician that Step 1 is complete. Physician can now

proceed to Step 2 (Identity Proofing).

Step 1 is complete. Token and License Key has been updated, You can now proceed to Step 2 for EPCS Reglstration.

L Workilow Simplified

-+ New Patient

NEURULLGT
8 @ ¢

Q) search

Settings EPCS Settings Clinical Decision Suppart Change Password

Order OTP Tokens

Note: Follow the instructions on the Webstore to order OTP tokens and subscriptions for
the EPCS authentication service. You should receive an email with the license key
associated with your order, Please update that License Key here in order to complete the
registration process.

Token Ref B | VIRT1132361092100 Order OTP Token

License Key B EHW-54EBAD40S2FB32E9F378

| Update Informatian

EPCS Registration

Note: To successfully complete the registration process, you must have your OTP token

in hand and be able to supply the following required information;

» License key associated with your OTP token and EPCS authentication service
subscription

® OTP token's serial number

* One-time passwords (that will be generated using the OTP token)

Regaton st ot p—"
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erform the following steps to do their Identity Proofing.

Click Start Registration button to start the Identity Proofing process.

(Ensure that step 1 is complete or the Start Registration button will be disabled)

‘ Settings EPCS Settings Clinical Decision Sup

port Change Password

der OTP Tokens

EPCS Registration

Note: Follow the instructions on the Webstore to order OTP tokens and subscriptions
for the EPCS authentication service. You should receive an email with the license key
associated with your order, Please update that License Key here in order to complete
the registration process.

Token Ref B VIRT1133361092100 Order OTP Tt

License Key & EHW-54E8AD4052FB32E9F378

Registration Status

Note: To successfully complete the registration process, you must have your OTP token

in hand and be able to supply the following required information:

s License key associated with your OTP token and EPCS authentication service
subscription

® OTP token’s serial number

e One-time passwords (that will be generated using the OTP token)

Not Started

e First step is to accept the user

@ Secure | https:)//sotp.exostartest.com

Step 1: Confirm Profile |

Step 2: Verify Identity |

You will be directed to the Exostar’s Identity Proofing process.

Subscription Agreement.

X SOTP - Google

frOs0tp/

g/proofing

Step 3: Register One-Time Password Device

& “Party~ and collectively
The Parties, intending

1. Definitions and Sched

forth below

i iser” or

Agreement

W, “Service Ci

THIS USER SUBSCRIPTION AGREEMENT FOR PROVIDERPASS SERVICE (individual User) (
Agreement *), dated as of the Effective Date, is by and between Exostar LLC, a Delaware limited liab
company (" Exostar ), and the undersigned (~User~), each sometimes referred to in this Agreement individually as

as the “Parties

to be legally bound, agree as follows

Uniess otherwise defined in this Agreement

person who orders or purchases the ProviderPass

ProviderPass
by Exostar on a subscription basis under this Agreement

‘Subscription  Fee
use of the ProviderPass

under this Agreement

v. “Teken” means the password token issued by Exostar to User for the ProviderPass Service
purchased by User. The Token is valid for the applicable subscription term

vi. “EHR/ePrescribing Service” means the electronic prescribing service that is accessed by the
User.  For clarity, EMHR/ePrescribing Service is neither provided by or to Exostar and is made

available o User by the EHR/ePrescribing

User Subscription Agreement for
ProviderPass Service
(Individual User)

ules

initially capitalized terms used herein will have the meanings set

Subscriber  (as used in the General Terms and Conditions) means the undersigned

Service pursuant to this Agreement

Service ~ or ~Service ” means the second factor credential authentication provided

means for its access to and

Section & of this

the fee paid by the User. or on the Users behalf,
Service during the applicable subscripion term under

mmencement Date” means the date of purchase of the ProviderPass Service by User

Service provider under separate agreement

Practice EHR | Version 1.0 o]
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You must agree to the User Subscription Agreement to continue

By clicking the 'l Agree” button below, you will be deemed to have agreed to the terms of the User Subscription Agreement and all referenced
documents for Second Factor Credential Authentication (SFCA) Service and to have duly executed it. Once clicked, EXOSTAR, by posting this
agreement shall be deemed to have also duly executed it. If you click the | Disagree button, both parties shall be deemed to have not agreed to the
terms of the agreement and you may not use the represented service.

View and Print: User Subscription Agreement, General Terms and Conditions, Terms of Access, and Privacy Policy

Upon clicking the 'l Agree” button, these documents will also be sent to you by email.

[Rsree] | Disagres]

e After accepting the Agreement, Personal information questions needs to be filled out which
include Physician's Name, Address, Phone number, Date of Birth, and the last four digits of SSN

2 SOTP - Goagle

@ Secure | https://sotp.exostartest.com/x

page fing/proofing.jsf

Step 1: Confirm Profile | Step 2: Verify Identity | Step 3: Register One-Time Password Device

= Enter the indicated information below.
= Exostar will not store or update your profile with this information. This information is only used during the Identity Verification process
» Need more information? View our frequently asked i

Your full legal name is required. If the information below is incorrect, select 'Return to EHR' below to update your infarmation

“First Name: ALICE Middle Name:
“Last Name: CHOW Suffix:
Enter your current home address below.
*Home Address: | | " Statel | select State M |
| *Zip Code: ex 20001 or 20001-1234)

“Clty- |

Enter a phone number. If you do not have a home number, you can enter an alternate such as a mobile phone number.

Home Phone:  7paq4ozios (Numbers only) Alternate Phone:

This information is required for verifying your identity. Exostar will not store or update your profile with this information. Enter in your Date of Birth and the last 4
digits of your Social Security Number.

‘Date of Birth ©  Manth January ¥ Day Year | | “Social Security Number. (Last 4 numbers only)

By agreeing to participate in the identity verification process, you hereby consent to the use of the information (including any personally identifiable
information) that you provide here in in the identity verification process.

i You understand that by clicking on the | Agree button immediately following this notice, you are providing ‘written instructions’ to Exostar under the Fair
Credit Reporting Act authorizing Exostar to obtain information from your personal credit profile or other information from Experian, solely to verify your
identity. View and Print

[Retum o £ ]

You must click | Agree to continue to the next step.

e After filling the personal information above, personal financial information questions will be
asked.

e The information is utilized by Experian to locate you in their database. Your identity will be
verified using a combination of personal and financial information. You will be prompted to
answer questions about yourself which a credit reporting agency will match to financial
information they maintain in their database. Once the initial questions are answered, the full
identity verification process may be completed online, or could require the use of a live webcam
to complete.

Practice EHR | Version 1.0
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e PracticeEHR does not capture, store or retain this personal and financial information provided
during Identity Proofing process.

e As per Exostar, this information is not stored in or shared by Exostar. If Experian is not able to
locate you based on a partial SSN, you may then be asked to enter your full, nine-digit SSN.
Verification of your identity through Exostar's Partnering credit reporting agency, Experian, may

appear on your credit report, but will not affect your credit score.
X SOTP - Google Chrome [P e

@ Secure | https://sotp.exostartest.com/xosotp/pages/proofing/proofing.jsf

Step 1 Confirm Profile | Step 2: Verify Identity | Step 3: Register One-Time Password Device

= The following are a set of personal questions from your personal credit profile that need to be answered to confirm your identity.
« Exostar does not store the questions or answers, nor does Exostar have any knowledge of the correct answers
= Need more information? View our frequently asked guestions

1. According to your credit profile, you may have opened a morigage loan in or around July 2014. Please select the lender to whom you currently make your mortgage
payments. [T you do not have a mortgage, select NONE OF THE ABOVE/DOES NOT APPLY

CALIFORNIA FEDERAL
HOMESIDE LENDING
GMAC MORTGAGE
ABN AMRO MORTGAGE GROU
NONE OF THE ABOVE/DOES NOT APPLY
2. You may have opened a mortgage loan in or around July 2014. Please select the dollar amount range in which your monthly mortgage payment falls. Refer only to the

regular monthly payment which includes principal, interest, and escrow (escrow could include taxes and insurance if collected by lender). if you have not had a mortgage
payment now or In the past, please select NONE OF THE ABOVE/DOES NOT APPLY

$3030 - 54220
$4230-34529
$4530 - 54829
$4830-55129
NONE OF THE ABOVE/DOES NOT APPLY
3. Which of the following insfitutions do you have a bank account with? If there is not a matched bank name, please select 'NONE OF THE ABOVE
HONOR SAVINGS
TEXAS BANK
AMERIBANK

WAUSAU MUTUAL

e If you answered the questions correctly, you will be redirected to Register your Hardware One-
Time Password Token page (shown below).

NOTE:

e If any of the questions were not answered correctly, physician will be given 1 more
chance.

e If questions are still not answered correctly and/or Experian is not able to verify the
identity of the physician, system will direct the physician to “Web Cam Proofing
Process” described in section 9 of this document.

e There is also a possibility for Exostar to send an Activation Code in postal mail at
physician’s postal address in case Experian is not fully able to verify physician’s identity
in their system. In such case, once activation code is received by the physician,
physician will need to go into PracticeEHR, Settings, EPCS settings and click “Resume
Registration” button. This is where Activation code will need to be entered and
physician’s Identity Proofing will then be complete.

Practice EHR | Version 1.0
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e Here you will be required to provide 2 one time passwords (OTP) from your hardware device
(pictured below)that you received from Exostar

e Press the button on the hardware device you received once to get the first code.
e Enter this first code on the Hardware One-Time Password Token page.

e Wait 30 seconds for the code to disappear from the hardware device screen.

e Press the button on the hardware device again to get the second code.

e Enter this second code on the Hardware One-Time Password Token page.

e Click on Submit button.

X SOTP - Goagle Chrome

@ Secure | https://sotp.exostartest.com/xosotp/pages/proofing/proofing.jsf

Step 1- Confirm Profile | Step 2- Verify Identity | Step 3: Register One-Time Password Device

» You must protect this hardware token from loss or theft

= Never share OTP codes with anyone to avoid identity theft.

= To register your Hardware One-Time Password Token enter in two one-time passwords below.
» Need more information? View our frequently asked auestions

Register your Hardware One-Time Password Token

“Token Serial Number

*One-Time Password 1

“One-Time Password 2

e | .
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e Hardware One Time Password registered to your account prompt will appear. Click complete to
continue the process.

Step 1: Confirm Profile | Step 2. Verify Identity Step 3: Register One-Time Password Device

You have successiully registerad your Hardware One-Time Password Token 1o your account. You can now use the Hardware One-Time Password Token 1o
authenticate and sign elactronkc prescriptions

Click "Complete” to proceed

Registering Phone Number:

Registering a phone number to your ProviderPass account is highly recommended in order to
access all available self-management functions later. If you register a phone number to your
account, you will be able to resync, revoke, and add a new Hardware OTP token, as well as,
deactivating a lost, stolen, or damaged token.

If you do not register a phone number to your account, you will not be able to deactivate your
Hardware OTP token (in case it is lost or compromised) and will only be able to Resync or Revoke
your Account.

IMPORTANT: If you revoke your Account, you will have to re-complete the Identity Proofing (IDP)
process all over again in order to add a new Hardware OTP token to your active subscription in
order to continue to do EPCS.

Practice EHR | Version 1.0
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As a next step, you need to register your phone number. Text/Voice message will be sent to your
phone containing the validation code that needs to be entered at this stage. Following steps needs
to perform in order to register phone number.
i. Select the Delivery Method (via voice text or text) by which you wish to receive your
verification code.

ii. Enter avalid phone number. (No need to add dashes in phone number)

iii. Confirm that phone number.

iv. Click on Send Code button.

« Enter a phone number below that is accessible to continue the registration process

= |f you do net register a pheone, and your Hardware One-Time Password Token becomes unusable, you will need te complete the full registration
process again

« You may be subject to charges imposed by your telephone carrier for receiving the text messages. Exostar is not responsible for the payment of
such charges

» Need more information? View our freal

Register your phone

* Delivery Method: | Text message to my Phone v How do you wish to receive messages from Exostar?
* Select Country.  United States v Selecta country instead of entering the full international dialing code in the phone
number field
*Phone Number: +1- Enter ni ent fo this phone when you click "Send
Code and it will expire in 2 minutes. Check
the guide above fo umber

“Confirm Phone Number:  +1-

[—— ot [ Supon |

v. Screen will refresh and a field to enter Verification Code will be present.
vi. Enter the verification code received on the screen shown below and click Submit button.

+ Enter a phone number below that is accessible to continue the registration process.

= [f you do not register a phone, and your Hardware One-Time Password Token becomes unusable, you will need to complete the full registration
process again

* You may be subject to charges imposed by your telephone carrier for receiving the text messages. Exostar is not responsible for the payment of
such charges

+ Need more information? View our frequently

Register your phone

* Delivery Method:  Text message to my Phone ¥ How do you wish to receive messages from Exostar?

* Select Country:  United States v a country instead of entering the full international dialing code in the phone

*Phone Number:  +1- ed? Click "Resend Code” to anewone
number and get a newcode guide
above for help with entering a phone number.
*Confirm Phone Number:  +1-
I “Verification Code: I Enter the verification code sent to the number above. Each code expires after 2 minutes of
clicking "Resend Code"

[ esend Coue | TR Cancer | s ut ]
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e If entered code is correct, this will complete the Phone registration process
e Click complete button to proceed further.

You have successfully registered your phone. You can now use this phone number to authentic ate your account

Click "Complete” to complete your registration

Mobile Credential Registration:

Mobile Credential Registration is required if a physician wants to use software based token
application described at the beginning of this document.

e Register the Mobile phone number so that you can use AUTHY app available on Apple App store
and Google Play store. This app will generate the Soft OTP from your mobile device.

e Enter cell phone number and email address

e Click on Register Phone button

Step 3 Hogister One - Thne Password Device

* Shared phone numbem of devices are nol permilied

= MNever share OTP codes with anyone fo avold kdentity thefl

= To bagn tha registraton procoss for the Mobde Credential enter your phone rumbss Balra snd click the Regnter Phons button

= i you have srsady instaied the Authy app then the phons ruemes: snd smad Sddress Uted during the natalaton must be used babee
= Ensure thet yous phors il Suimed on snd Connedted

o Miid eaie IGIRSEONT ¥ Sod mesnies

e After clicking Register Phone button you can (if not already installed) install AUTHY app from
Apple App store or Google Play store (based on your mobile device)
e Launch AUTHY application on your mobile device and ready OTP code displayed on your mobile

device screen.

Practice EHR | Version 1.0
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e Enter the One Time Password from the Authy App in Soft OTP field (as shown below) and click on
submit button.

Step ) Regitted One Time Passvword Device

+ Shared phone mumibens or devic

o are nol pesrifed
Bavad ihare OTP codes with & 5 @vod IenmE

O b5 Sormny et

e Your Mobile Credential Registration is now completed successfully. Click on complete button.

Step 3: Register One.Time Password Device

You have successfully registerad your Mobile Credential to your account. You can now usae your Mobile Credential to authenticate and sign electronic prescriptions

Click "Complete” to proceoed

e Upon clicking complete button, you will be taken back to PracticeEHR EPCS Settings screen
where the physician started IDP process from.
e At this time Identity Proofing process is now complete.

NOTE:

ALL PHYSICIANS SHOULD READ AND CAREFULLY FOLLOW THE EPCS PRESCRIBER
RESPONSIBILITIES DOCUMENT PROVIDED BY SEQUEL. THESE ARE DEA REGULATIONS AND IT
IS THE SOLE RESPONSIBILITY OF EVERY INDIVIDUAL PHYSICIAN TO FOLLOW THESE
REGULATIONS. SEQUEL DOES NOT ASSUME ANY RESPONSIBILITY OF THESE PROVIDER
RESPONSIBILITIES WHATSOEVER.
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4. Access Controls in PracticeEHR:

Step 3: Perform following steps to complete step 3.

e Ask your practice admin to Allow EPCS from PracticeEHR Setup user also request to set one
Physician as Second Approver whose identity proofing is completed.
e Once Allow EPCS checkbox is checked approval request will be sent to second approver

o
e Second approver will login PracticeEHR and go to EPCS settings
e Select physician record and click on approve
Clinkcal Decision Support 5! d 0
EPCS 2nd Approver Requests
EPCS Approvals/Denials
;O;:R:'; ;;RLJ-DI}BSS? Suc‘cessrul Pending Authorization l
e Validation message will appear, click on Close button
Please validate the DEA Number is valid before proceeding with approval/denial.

Practice EHR | Version 1.0
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e Carefully review the text and if agreed, check all check boxes given on below EPCS approval

form.

e Enter two factors authentication (System password/Hard or Soft OTP) and click on Approve

e

EFCS Permission Due Diligence Dialog

e After click on approve confirmation message will be sent to the Physician to start doing EPCS.

(%]

eI e

NOTE:

ONCE SECOND APPROVER APPROVED THE APPROVAL REQUEST ELECTRONIC PRESCRIPTION
OF CONTROLLED SUBSTANCES PROCESS WILL BE COMPLETED. PHYSICIANS CAN START
DOING ELECTRONIC PRESCRIPTION OF CONTROLLED SUBSTANCES.

BELOW SECTIONS ARE ON A NEED TO DO BASIS FOR THE PHYSICIANS WHO INTEND TO DO

ELECTRONIC PRESCRIPTION OF CONTROLLED SUBSTANCES. THESE SECTIONS CAN BE
UTILIZED UPON DEMAND.
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5. Exostar Account Management:

You can click on Manage Account button and perform below mentioned actions.

Settings

Clinical Decision Support Change Passward [

EPCS Re

EPCS 2nd Appr

e Renew Subscription if subscription expired
Manage Account =
(€ I-> W x|

« To add a credential, click on the 'Add ..." button on the desired credential below.

- I your Hardware Token Status is ‘locked”: Click 'Resync Token' below.

+ To 'Add a Phone', first "Authenticate’ to your account using your registered Phone or Hardware Token

+ If you need to register a new Hardware Token and you have a Phone registered: 1) Click 'Authenticate’ below, 2) Once Authenticated, deactivate your old
Hardware Token. 3) Then Click 'Add Token' below.

- If you need to register a new Hardware Token and you do NOT have a Phone registered: Click ‘Revoke’ below, then restart the registration process.

- If your Token has been lost, stolen, or damaged and you do not have a spare, please ‘Deactivate’ your Token, or ‘Revoke’ your account, as indicated above,
and contact EHR customer support to request a replacement Token

m

Need more information? View our frequently asked guestions.

Manage Cne-Time Password Service

Last Authentication Date: 22 Mar, 2017 03:50 AM EDT Renewal Date: 07 Dec, 2018 11:59 PM EST

[Fonow submcrpon]

Manage Token

Token Serial Number: GAKEDOOD7ES2 Token Status:  Active (Active)

Resync Token

Practice EHR | Version 1.0 @16
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e Resync Token in case if it is locked due to wrong OTP attempts.
i. To unlock your token, please click the Resync Token button.

Manage Account

coR|

« To add a credential, click on the "Add ..." button on the desired credential below.

= W your Hardware Token Status is “locked”: Click 'Resync Token' below.

* To'Add a Phone', first 'Authenticate’ to your account using your registered Phone or Hardware Token

+ If you need to register a new Hardware Token and you have a Phone registered: 1) Click 'Authenticate’ below, 2) Once Authenticated, deactivate your old
Hardware Token. 3) Then Click "Add Token’ below.

= If you need to register a new Hardware Token and you do NOT have a Phone registered: Click 'Revoke' below, then restart the registration process.

= If your Token has been lost, stolen, or damaged and you do not have a spare, please Deactivate’ your Token, or 'Revoke” your account, as indicated above
and contact EHR customer support to request a replacement Token

i

Need more information? Wiew our frequently asked guestions

Manage One-Time Password Service

Last Authentication Date: 22 Mar, 2017 03:50 AM EDT Renewal Date: 07 Dec, 2018 11:59 PM EST

[Renew Subseripiion|

Manage Token

Token Serial Number: GAKEOOD07ES2 Token Status: Active (Active)
—
Authenticate 1 Tok

ii. You will be prompted to enter two one-time passwords from your HW OTP token.

R.eay.nc ‘.r.t;lt-en : = B—— X
Resync your Hardware One-Time Password Token

Enter two one-time passwords below

*One-Time Password 1 *One-Time Password 2.

[ Resync Token | Cancel

s Siabie

Trken Saral Miimlar VIBRTAZATTYIHONTA

iii. After you have correctly entered your one-time passwords and click on Resync Token, your
token will be resynced, and you will be able to use it again to sign for your controlled

substances electronically.
NOTE:

e There are certain conditions when your hardware device can get locked.

e |f button on the hardware device was pressed more than 25 times, Exostar will put
a temporary lock on your device which you can remove by going into account
management and clicking Re-Sync Token

e |If 3 or more wrong OTP code attempts are made, Exostar will put a temporary lock
on your device which you can remove by going into account management and
clicking Re-Sync Token

e |f button on the hardware device was pressed more than 100 times, Exostar will put
a hard lock on the device which can then only be unlocked by calling Exostar at
their customer support number 703-793-7800
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Deactivate Token in case of lost, stolen or damaged token.

If your hardware token is lost or stolen and you need to register a new Hardware Token and you
have a Phone registered, please follow the steps below.

I.  Click 'Authenticate’

II.  This will send a onetime passcode to your phone

(€ I

Hardware OTP Token

» To authenticate to your account, generate a one-time password using your Hardware One-Time Password Token and enter the value below.
+ Need more information? view our frequently asked questions.

Note: After 3 failed attempts your token will be locked. To unlock your token: 1) Click on the "Cancel’ button, 2) Click on the 'Resync Token' button to unlock your token

Hardware One-Time Password Authentication

Token Serial Number. GAKEQDOOTES2Z Token Status.  Active (Active)

[nuenicateJ conce]

*One-Time Password:

[ll.  Enter this one time passcode in the window shown above and click Authenticate.

IV. Once authenticated, click Deactivate Token button.

Manage One-Time Password Service

Last Authentication Date: 30 Oct 20150324 PMEDT

Manage Token

Token Serial Number: VIRT1029983766572

Renewal Date: 31 Jul, 2016 11

Token Status: Active (Active

Manage Phones
Phone Number Delivery Method Status Actions
+1-703 [Detout] ok & messoge 1o my Phone Change Active 27 Oct. 2015 11:38 AM EDT
| Cancl |

59 PM EDT
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V. Enter reason to Deactivate and click deactivate Token button as shown below

Deactivate Token X
Are you sure you want to deactivate your Hardware One-Time Password Token?
Deactivating your token is a permanent action. You wil no longer be able to utilize this
token for authentication or signing electronic prescriptions.
Select a reason for deactivating this token:
Token Mot In Service ¥
Token Mot In Service
Lost or Damaged Token
Other
i
Deactivate Token ﬁ
. . . f '
VI.  Once Token is Deactivated Click 'Add Token' button to add new Token.
con
+ To add a credential, click on the 'Add _.' button on the desired credential below. ﬂ
+ I your Hardware Token Status is ‘locked" Click 'Resync Token' below.
+ To'Add a Phone', first 'Authenticate’ to your account using your registered Phone or Hardware Token
« If you need to register a new Hardware Token and you have a Phone registered: 1) Click ' licate” below, 2) Once deactivate your old Hardware Token, 3) Then Click ‘Add Token' below.

+ If you need o register a new Hardware Token and you do NOT have a Phone registered: Click ‘Revoke' below, then restart the registration process
+ Ifyour Token has been lost, stolen, or damaged and you do not have a spare, please ‘Deactivate’ your Token, or 'Revoke’ your account, as indicated above, and contact EHR customer support to request a replacement Token
Need more i ion? iew our frequently asked questions,

Manage One-Time Password Service

Last Authentication Date: 29 Mar, 2017 10:23 AM EDT Renewal Date: 07 Dec, 2018 11:50 PM EST

[eenew sunserpon]
Manage Token
—_—
Manage Mobile Credential
Mabile Number. +1-6313383118 Mobile Credential Status: Active
— —_—
[ Deactivate |
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Manage Mobile Credentials:
In case you have missed to add mobile credentials (Required for software based AUTHY
application for mobile devices) while during identity proofing process, you can add mobile
credentials from manage account.

i. Go to manage mobile credentials and click on Add Credentials.

o) LESEEB - =X
cp )
' Dashboard Patient Schedufing Batch Design Reporty Settings
EPCS Setting %

Optiaas 3 Heln EL

(@) User O —
L i Manage Accoumit ===
& Progress Mobe Sesings St :.—c - |
[ 1 Sesiegs Q...F?.....W. s g A Vo C A A iR

&, Scarning Ogsces Need mare information?

B Pecture Dmvice

€2 Printing Opticns Manags One-Tima Password Senvica

) Fax Setirgs

BB Viseo Optiors Lixst Auhentication Date 21 Mar, 2017 04.00 PM EDT Rengwal Date: 07 Dac, 2018 1156 PMEST

e oo

Profiles.

2 Ste‘ Manage Token

#4% Relerring Provider |

Token Senal Number. VIRT1133361227620 Token Status. Active (Actve)
Resyne Teken
[ Aistherticain |
Manage Mobile Credential
Mobile Number = Mot Credential Status:  Active

B Shoncks| [ inatant Messages | [ edia Plryer |

ii. Enter cell phone number and email address. Click on Register Phone button

Step 3 Register One. Time Password Device

= Shared phond numbars of Sedces are nol parmitied

* Never share OTP codes with anyons 10 avokd kisntity theft

= T beagr the regitoaton procows ko the Moble Credential erter your phond fuumibsst babow snd cich the Reginies Phaone’ button

= N you have aready instaled the Authy app then the phons numdss sand emad sddress uvied during the natalaton must bs used Bl
= Ensure that your phone by turned on and connecied

* Mapied rracare hormation 7 s Seauents psted ousalgns

iii. After clicking Register Phone button you can install (if not already installed) AUTHY app
from Apple App store or Google Play store (based on your mobile device)

iv. Launch AUTHY application on your mobile device and ready OTP code displayed on your
mobile device screen.

v. Enter the One Time Password from the Authy App in Soft OTP field (as shown below) and
click on submit button.
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ifirrn Prodie Step I Verdy dontity Step 3: Register Omne. Tine Password Device

» Shared phone mumbers or devices are nol perreitted

= Hever ihare OTP oodes with afyohe 10 avosl dentity el

= The One-Towdh maode for binding T Mobde Crodentkal it sutomatsc

= You may aho use Soft OTP 12 bind the Mobds Credential

¢ M you Carcel ot of T Tegal aton procens bedors completon you will need 10 repest sl slsps N the process

» Endure that yous phane i eined on and connedted
Frroueoy sated suead

+ Heed more informaton? e o —

Mobde Credenial Bebng
e 10 ASpiowe wih One-Towh " O Toweh |

O Enter Soit OTP

vi. Your Mobile Credential Registration is now completed successfully
Revoke Exostar’s Account: In case physician is no longer in the practice or account needs to be
revoked for any other reason, click Revoke Account button.

IMPORTANT: If you revoke your Account, you will have to re-complete the Identity Proofing (IDP)
process all over again in order to add a new Hardware OTP token to your active subscription.

Manage Account - et
coad '
Token Sefial Number Token Status: Active (Active)
| Manage Mobile Credential
Mobée Number. = Mobile Credential Status: Active
| Authenticate |

Manage Phones

Phone Number Delivery Method Status Actions
- [Defaun) Text message to my Phone Active 07 Dec. 2016 04 50 PM EST (Beigie Enons]
| Authenticate | (T -
[ Cancel |
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6. Revoke EPCS Access in PracticeEHR:

e Ask your practice admin to uncheck allow EPCS from SequelMed Security Application user in
following cases.
» If any Physician leaves the Practice

» A hard token or any other authentication factor required by the two-factor
authentication protocol is lost, stolen, or compromised. Physician can also deactivate
in case of lost or stolen hardware token and add new token.

» Physician DEA registration expires or terminated etc.

e Request will be sent to second approver for pending denial authorization on uncheck Allow EPCS.

o
P T
e Second approver will go to EHR EPCS Settings
e Select record and click on Deny
—— — =
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e Validation message will appear, click on Ok button

EPCS USER GUIDE

Please validate the DEA Number is valid before proceeding with approval/denial.
P T S S X A LAl
e Enter two factors authentication (System password/Hard or Soft Token)
e Click on Deny, access will be revoked
EPCS Deny (x]
EPCS Permission Due Diligence Dialog
Token Type | Soft
QTP Code
et
o Message will be sent to provider to notify that your access has been revoked.
s Dt [x]

= necess 1o 4o Bleciroa Preacription of Costmled Substances

Wou harve Been revok
BRUNGHAN in your 6rganction. You can sow rescie ths missage

by & second apgmver ROBET

CONFIDENTIAL
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7. e-Prescription:

Physician can follow these steps to do Electronic Prescription of Controlled Substances.
(Once second approver approved your approval request)

e Login EHR with your credentials
e Load any patient
e Go to Medication Management.

e Select any controlled substance drug and click on ePrescription. Rx Summary screen will
appear.

RX Summary (%]

Na:"ne: DAVID CLARK DEA Num: ML2154333
Address: 2110 US HIGHWAY 27, CLERMONT, FL, 34711
Pharmac

Name: CA Pharmacy 10.6MU Phone: (707) 515-7071
NCPDP ID: 9911557

Address: 65432 Cabernet Turn, , Senoma, CA, 95476
Dru;

Nanﬁe Benzphetamine 50 Mg Tablet

Drug Qty: 30 Tablet , DAW: No , Days Supply: , Refills: 2
SIG: Take one tablet per day after lunch. Do not take after 2:00 PM.
Written Date; 03/30/2017

Instructions: This is a schedule 1ll medication

Internal
Alert Override Reason B
Start Date: 03/30/2017
EPCS

Ready to Sign

Are you sure you want to prescribe?

[ Jomson ] coo
e Check Ready to Sign check box and click on Sign & eRx.

e Enter two factors authentication (System password/Hard or Soft Token)
e Select token type and click on Sign & eRx.

Authentication Required 0

By completing the two-factor authentication protocol at this time, you are legally signing the prescription(s) and autherizing transmission of the information in the
previous screen to the pharmacy for dispensing. The two-factor authentication protocol may only be completed by the practitioner whose name and DEA registration
number dappearin the previous screen

Password
TokenType  Soft
OTP Code
Sign & eRx Close

Note:

Two factors authentication is also required to approve/approve with change refill request.
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8. Reports:

EPCS reports are available in reports. There are three types of reports available:

EPCS Medication
(Reports—>EPCS Medication)

EPCS Medication Report
EPCS Audit Trail Report

EPCS Incident Report

» You can print report and export to excel as well

» You can view all your prescribed medications in this report
» EPCS Medication report will show one month’s data by default.
report with available criteria

You can view your desired

ﬁ Patient

S MU Report

@ Home
pu———

[ patient List
@ Messages
S Fax Sent
a Fax Received
@ Copay

[*] ciinical Visits

a Lab Unassigned
Patient

g Medication

{*] EPCS Medication

) cos

) ercs Audit Trail

g EPCS Incident Report

@ Scheduling

Rx #

1776604
1776626
1776629
1776667
1776674
1776712
1776621
1776685

EPCS Medication

m Reports

-+ New Patient Q, Ssearch

Advanced Search

Account #

prescribed By

EPCS Medication Search Result

Account #
209420
299400
299400
299426
299431
209431
299398
209208

1 of4

M

Patient Last Name
WHITESIDE
TUCKER

TUCKER
THROWER
STEINBERG
STEINBERG
PLOWER

PLOWER

~

M 4 | Page

First Name

Pharmacy

Patient First Name
KARA

DEBRA

DEBRA

DAVID

TIMOTHY
TIMOTHY
HOWARD
HOWARD

{3 | Displaying 1 to 8 of 32 items

Drug Name

Benzphetamine 50 Mg Tablet

Xanax Xr 2 Mg TabletExtende...

Benzphetamine 50 Mg Tablet
Adderall 5 Mg Tablet
Benzphetamine S0 Mg Tablet

Ambien Cr 6.25 Mg Tablet.Ext...

Oxycodone 20 Mg Tablet
Benzphetamine 50 Mg Tablet

Last Name
Location
Rx Status Start Date Er
Prescribed 03/16/2017
Ordered 03/16/2017
Ordered 03/16/2017
Orderad 03/16/2017

Ready to Sign 03/16/2017

Ordered 03/16/2017
Ordered 03/16/2017
Prescribed 03/16/2017
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Audit Trail EPCS

(Reports—>EPCS Audit Trail)

EPCS USER GUIDE

» All EPCS events are recorded in this report. You can view on daily basis with available

criteria.

» You must report to practice admin/certificate authority if you found that any prescription
issued using your DEA registration but you haven’t signed that prescription or were not
consistent with the prescription you had signed.

Incident Report

EPCS Audit Tra
ent
[ searn |
EPCS Audit Trail Search Result
Event Date” Event Action By Ut Account
2A.  Setting access contrals relatin., AINSSEQUELMED.C
n LTS ADMIN@SEQUELMED.C Succeeded
o TAKHTAR@SEQUELMED.. Succeeded
ADMINGSEQUELMED.C Succeeded
atin..  ADMINGSEQUELMED.C
or a...  RBIRMINGHAM eded 295448 PATIENT 3 0541 Oxycodone 20

" | Digplaying 1to & of 126 items

(Reports=>EPCS Incident Report)

» Certain actions are recorded in Incident Report. You must be checking this report on daily basis and notify
Practice Admin/Certificate Authority if any illegal activity is performed.

2 3 Falled login attempt
16207 41333 PM Failed two factar

Page 1| ef2z b

~
[

authentization

@SIQUILMID.. Failed

Displaying 1 to 6 of 127 tems

PATIENT TEST Ouycodone 20

CONFIDENTIAL
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9. Webcam Proofing:

If any physician got failed in Experian proofing, he/she can schedule a live webcam proofing with an
Exostar proofer. Follow below steps to schedule an appointment for Webcam Proofing.

Important: You have 3 attempts to successfully complete the identity verification proofing
before your license key becomes inactive. Once your license key becomes inactive, you will
need to purchase a new ProviderPass subscription. After 2 failed Experian proofing attempts,
you should switch to the alternative proofing method (webcam proofing).

To avoid your License Key Inactivation, PracticeEHR will automatically switch to Webcam
Proofing on the third Identity Proofing attempt.

i. Once you have failed Experian proofing, you will be redirected to schedule a ‘Live Video Proofing’.
Click on Click! To Schedule button.

Live video proofing

To complete the venfication of your identity, you must schedule a live video proofing session with Exostar. To complete a live video session:

» You must schedule a date and time for the session by clicking on the button below.
« You must have access to a web cam.
« You will be required to present valid documents that confirm your identity such as a passport. See the list of approved documents

Click to schedule your identity verification session now,

U “ ir EDU E'

ii. You will be redirected to the Exostar Live Video Identity Verification page. Click Continue button
after you’ve carefully read the following instructions.

Exostar Live Video Identity Verification =

In the foll ng section, pl provide:

Your time zone from the dropdown menu

Name and Email Address matching your Exostar account
Phone number where we can reach you (include international
dialing codes Iif applicable)

W=

It is important that the information you provide is accurate

Do not lose your confirmation email.
Click 'Continue’ below to schedule an appointment
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You will be redirected to a calendar where you can schedule your appointment with the Exostar
Proofer. Select a date and time for your life proofing session then click Continue.

Select Date and Time

Apil 2013 [ Twe T won
Sun Men Tue Wed
Bl 1 2 "
11 Avaladle = 13 Avalabla = 11 Asalatie =
B (] 0 11

ra
3

5 6 7 B a

Thu Fri Sat

x

Time .!cneh 06:00) Certral Time =

Select a time for your
session

iv. Enter your contact information and click on Continue button.

Provide Information

First name * Last name *

Email *

Phone Number *

Company

Comments

“ :
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clicking Confirm button.

EPCS USER GUIDE

v. You will be redirected to an appointment confirmation page. Review your information before

Ready to Confirm this Appointment?

Thursday, April 11,2013 =~ Re [ime
9:00 AM - 9:30 AW date, and your
Central Time contact information.

Instructions  Visit www myexostar com ahead of your appointment so that you are prepared with the
dentificalion and web cam requirements. An Exostar Proofer will contact you the day
of the session with detaks for joining the meeting

Appointment  Live Video ldentity Verification

Type
Call with Exostar Proofer
Test Account
Yoo ESgeeisin
Information

Comments Thanks!

.
. by imelrode

Confirmation number will be displayed, and an email will be sent to the email address you have

provided.
Appointment Confirmed
Thursday, April 11, 2013 Confirmation #
9:00 AM - 9:30 AM 172371
Central Time

Instructions  \Vist www. myexostar com ahead of your apporntment sothat  Import to Your Calendar
you are prepared with the identificaton and web cam
requirements An Exostar Froofer wil contact you the day of
the session wiih detas for joining the meetng

-
Appointment  Live Video /dentity Venfcation el
Type @

Call With Exgstar Prooter

Y Test Account i
iformationent usseizencsercon— LOOK for a confirmation email
ek from Exostar Proofer.

Comments Thanks!
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Webcam Proofing Quick Notes:
Being a couple of minutes late to your meeting may result in rescheduling the appointment.

Failure to attend a scheduled proofing session may result in additional charges.

During the webcam proofing, you will meet with an Exostar proofer to verify your identity by
showing two forms of government issued identification cards (i.e. driver’s license, passport, etc.).
Once the Exostar proofer verifies your identity, they will provide you with an activation code.

The webcam proofing will take place using the Cisco WebEx application. It is recommended that
you try to login to the WebEx application fifteen minutes prior to the scheduled appointment
time to ensure that the WebEx opens and the necessary downloads are taken care of.

End User

Proofing Agent

Activation Code l - ﬂ‘
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